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1.1%58MH

AXHEEZRTER W800 hHEMHE, FHMUERNXHEM.

1.2 wispigs

ZAYE A BIEE 3% W800 SDK tiA AR, W800 SDK TREAAARSE,

1.3REBEEX

1 OTA Over-The-Air

2 QFLASH Quad-SPI FLASH

3 IMG IMAGE

4 UPD Upgrade

5 SECBOOT Second Boot, relative to ROM

6 ROM Read-0Only Memory
lL4szrp
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2 IMAGE 7 QFLASH M

<] — Ox8XFFFFE
OTA Param (4KB)

< — 0x8XFF000——
System Param (12KB)

<— 0x8XFC000———

User Area (>=112KB, When X>=1)

0x81E0000———

0x80D0400:
0x80D0000-

0x8010000———

SecBoot Image Area (55KB)

l— 0x8002400———
SecBoot Image Header (1KB) — 01500200
RF data (S8KB)

<— 0x8000000——

& 2-1

2.1SECBOOT &# X135

k=S i8] : 0x8002000-0x80023FF, it 1KB

S¥HF: X (WM _W800 QFLASH % /i 88 )

2.2SECBOOT X

HhE=sE] : 0x8002400-0x800FFFF, £ 55KB

2.35E17 IMG 2H KX

k=38 : 0x80D0000-0x80D0O3FF, it 1KB

W

HHEB: EN (WM _W800 QFLASH #3488 )

243517 IMG X

Hhk=s 8 : 0x80D0400-0x801DFFFF, it 1087KB
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2.5 AR IMG FRIX
Mk Z= 18 : 0x8010000-0x80CFFFF, it 768KB
2.6 A& IMG B# X

k=S 8] : Ox8XFFO00-OX8XFFFFF, +t 4KB

3 wsoo 89 Image A AKi5.ER

Image B Header, Body I F&Z2=8n4HMK (NE),

Image Header

Image Body

3.1image Header
W800 Image Header B &58: BAFE, Image B, Image FBEisit, Image &

E, Image Header 3L{I &, Image FZithit, Image CRC#X3&, Image fBZHEE, #

FER, ERER.

typedef struct IMAGE_HEADER_PARAM{ typedef union {
unsigned int magic_no; struct {
Img_Attr_Type img_attr; > uint32_t img_type: 4;
unsigned int img_addr; uint32_t code_encrypt:1;
unsigned int img_len; uint32_t prikey_sel:3;
unsigned int img_header_addr; uint32_t signature:1;
unsigned int upgrade_img_addr; uint32_t _reservedl: 7;
header —> unsigned int org_checksum; uint32_t zip_type: 1;
X unsigned int upd_no; uint32_t psram_io: 1;
Lne unsigned char ver[16]; uint32_t erase_block_en: 1;
signature unsigned int _reservedo; uint32_t erase_always: 1;
unsigned int _reservedl; uint32_t _reserved2: 12;
unsigned int next; B3
unsigned int hd_checksum; uint32_t w;
}IMAGE_HEADER_PARAM_ST; } Img_Attr_Type
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3.1.1 Image Header EF R

FE iR
magic_no EARZF, EE{E OXAOFFFFIF
img_attr Img_Attr Type, IMAGE Attribute
img_addr Image area 7 flash FHIEITLE
img_len Image area NETEIEE

img_header_addr

IMAGE header £ flash 8 &

upgrade_img_addr

R Xht, F4% IMAGE header 7£ flash hEHALE

org_checksum

Image body B crc32 &

FHRIRAS , EBRABRTRARE;

upd_no
HIRAS A OXFFFFFFFF B, oIFAFEREIRAS EG
ver Image [RAS, FfFa
next T—A image header 7t flash FEHIE (TTik)

hd_checksum

Image header LA EFE&RY cre32 B91E

3.1.2 Image Attribute

FEE Bit HA
0x0: SECBOOT;
0x1: UserImage
img_type 4

OxE: ft M2z,

HEE: AFPFEEX

code_encrypt

1 0: EM4BAIFE;
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1. EEREPMEEEFE

AR E 8 £H RSA FAfE I FREZEEINZ8iEA,

pricey_sel 3
BFofEiE—AfER, BETER 0~7
0: IMAGE REEEZED;
signature 1
1: IMAGE &8 128bytes &3
0: RE4E;
Zip_type 1
1: image area PR AELEHE (ZHE1{NZH GZIP)
reserved 1 1285

0: A ¥ 64KB Block #R;

erase_block en |1

1: ¥ Block £

0: Sector 5 Block #BRFIEE flash EELF,
erase_always | 1 % F B9 Sector 5 Block RHITEIRIZEE;

1: BREEEE

3.21mage Body

m= | E4% Image Body BE &

JRHA Image RA SECBOOT, User Image

X X o= 9
JR¥8 Image EHEEFHIAR User Image

X \/ g = g
B4 Image MBHAS+HNZER SECBOOT

J X

J J R Image ME R EHNAS+HNZER User Image

10
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3.IHFES

1R Image Header EMED signature BN T, WIHBEHHFBEHFES,

HFELZZFI Image Header 1 Image Body A B 14,
4 \maGE %m0

#&#E Img_Attr_Type Sl ARSI HRAEH Image, ERBHEIN T AR
4.1SECBOOT (JrE4aHE)

w800 I — K5I S =

SECBOOT Header
Next Image Header Position
(optional)

Secboot Image Body

Other (optional)

Signature
(header +image + other)
(optional)

& 4-1
4.2 User image

RAPETXNEH, TUAEENNEIEESEN, EEEXRA G-ZIP ST,

EEGEET

User Image Header
Next Tmage Header Position
(optional )

User Image Body

Other (optional)

Signature
(header +image + other)
(optional)
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& 4-2

E4EH8 2 :

ZIP User Image Header
Next Tmage Header Position
(optional )

User Image Header
Next Tmage Header Position
(optional )

User Image Body

Other (optional)

Signature
(header +image + other)
(optional)

ZIP Signature
(header +image + other)
(optional)

4-3

5 s Image (4% Image)

W800 4 =ik R EF 248 SECBOOT 1 User.img A T E#HER @53 xmodem FA,

pu-FO
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SECBOOT Headexr

Secboot Image

Ot her (optional)

Secboot Signature
(header +image + other)
Coptional >

Run Tmage Header

Run Area Image

Ot her (optional)

Run ITmage Signature
(header +image + other)
Coptional D>

Other File Headexr

File Content Coptional D

Other (optional)

Signature
(header +File -+ other)
Coptional D>

5-1

W800 B ROM £1%k#E Header KX HaMNERNIE .,

O FEME IMAGE STHEFER

IMAGE 228! BEFF BB RAXFF

ROM FH% SECBOOT F4% OTA F4&

User Run Area J J X
image

User OTA Image X X N
W800_SECBOOT.img J X J

£ Image J X X

13
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[ IMAGE TR

—]

RE:
[R5 Image XX44: w800_original.img
2345 . w800 original_enc.img
Image MNZE Key: X, FAXMEAR keyfile
keyfile IRAEEMEZEX AN keyencfile
PEIEREE: capub.pem
PNHEXHBI NIEA: capbu_N.dat
FZHIH Image X44: Image_nosig.img
FH /a0 Image Xf: Image_sig.img

B2 sign.dat
7. 1IMAGE IMEREZ IR (Tik)

1#1Z openssl enc -aes-128-ecb X w800_original.img #47/1% (KEY HEFBE
X)), £/RELE IMAGE B9N% 3244 w800_original_enc.img,

1BiZ openssl rsautl -encrypt, AAHIER capub.pem X keyfile #HITINZZ &R
keyencfile

& keyencfile JBANZ 324 w800 original_enc.img BIEE, £/ IGET X4 Temp, B

8 capbu_N.dat XHHEMEI Temp FE, &£ Image § Body,
[.2IMAGE [E48 (k)

X B4%E Image(BEEE 7T 2EM Image header+image RA+0[ kKIS Z+0iEaIN%%

=8) HITEYE, XU GZIP BHEEE.
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7.3IMAGE 45§

Image Body £//5, #ETRFEZENM Image Header,

&8 wm_tool TE4EMRLEZRIH Image X4 Image_nosig.img,
[.4IMAGE &8 (i)

X Image_nosig.img M FEZBEEZXMH sign.dat , £ sign.dat EME

Image_nosig.img /&, £RKRENEEXH Image_sig.img.

EREVEA IMAGE £503%2, TJLAS%E W800 SDK i
SDK/tools/w800/utilities/aft_build_project.sh
&

rules.mk

8 FAQ
8.1 w800 &Y IMAGE B2 (8 o] LAE 05 ?
o PAUEE, KR QFLASH B9 5 R, RIEECHEKIFERNT],
8.2 BXRfEA W800 1k, AP ML REN S 4?
SIS R
1) W800 #&R{XHE ROM B (RO N T, EiNEMERIEH)
BesR— SECBOOT #1 User Image TBIE—ZHIEH, &Y ROM 8980 0 BR,

2) w800 {X& SECBOOT [E4

}e% User Image
15
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3) w800 A ] HEAF B

oRESEFERBECIEENE NS
8.3 W800 13 E HE i N /EASN?

Y0R w800 #ERiE# £ UARTO /5, BERBEHA ROM, ti&EH A SECBOOT MIAFE
%, NEENERHTIRERIE.
1) WRAZRE) BOOTMODE MIAI{E, EMMERTTLUEAN ROM, IR 7.2 897575 1)
£2ERNT],
2) %1% BOOTMODE MfEHIRA, Mo AERE4EE T,

3) AJEEREREOERT
8.4 fn{aee R w800 Y T ke R 4t?

W800 B T/ R — SECBOOT # User Image X4 5EIE7E—fE 89314,
TRRNSE:

1) BOOTMODE RI$I{&

2) EUSH

3) @it UARTO 2M A FH4
8.5W800 K FiaiT X B K/NGRHIG?

BIREIH, BURTF QFLASH 8K/, AFHSHXX/NARBFEEERE OTA 8L,
8.6 w800 HY IMAGE XIiF%, FEMBPL T1E?

F: (WM_W800_S#IX &R ) AP SHXIEEMN,
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